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Abstract

Data quality is a major concern in all data analysis tasks. In IoT-enhanced business processes, data quality
issues often arise from faulty sensor measurements, which are propagated through event abstraction to incorrect
process decisions. In this paper, we investigate the main challenges in data quality management for IoT-enhanced
business processes and isolate four subchallenges. Each subchallenge is first defined and put in perspective with
relevant literature and representative real-world use cases before we present five overarching opportunities to
address the subchallenges. Finally, we conclude the paper with a research agenda, making recommendations over
multiple time horizons to improve data quality management in IoT-enhanced business processes.
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1. Introduction

Data quality is a concern in all data analysis tasks. Data quality issues (DQIs) typically arise from design
flaws in information systems (e.g., mismatches between the designed system and user requirements) or
from logging issues (e.g., connection problems that introduce noise in sensor data). Previous research
identified various dimensions to describe and quantify data quality, such as: accuracy, timeliness,
precision, completeness, reliability, and error recovery [1]. In particular, [2] makes a distinction between
intrinsic data quality, which refers to the correctness of the data (e.g., data accuracy) and other aspects
of data quality, which can be described as the convenience for use of the data (e.g., data timeliness,
granularity) [2, 3, 1]. Correctness refers to the extent to which the data represent reality. In this sense,
incorrect data do not accurately represent what actually happened, e.g., data are missing or have
incorrect values. This is the case when, for instance, the activity label logged does not correspond to
the activity that was executed. Convenience for use refers to the extent to which the data are readily
usable for a given (analysis) task. This is the case when, for instance, a sensor outputs one or multiple
measurements per second, generating huge quantities of data. Note that data can be correct but difficult
to analyse, e.g., due to an ill-adapted granularity level or a high volume.

In this paper, we focus on the first, stricter notion of DQIs, i.e., DQIs as incorrect data. This is because
we assume that the fact that data are at a low granularity level and that huge amounts of data are
collected is addressed by analysis techniques. For instance, event abstraction (e.g., CEP) can be used
to derive higher-level events from raw sensor output, which solves the issues of granularity and data
quantity.

The presence of DQIs makes data analysis more difficult because it entails more data preprocessing
to obtain sufficient results. Without proper data preprocessing, DQIs have adverse effects on the output
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Figure 1: DQIs propagate along the steps of the process analysis pipeline.

of data analysis tasks. Examples include, e.g., training an ML model with wrong input will lead to
a wrong model; more data is necessary to help the model separate the actual signal from noise; the
process model is more complex due to noise. The reach of the adverse effects of DQIs does not stop
with poor data analysis results and has negative consequences on subsequent business decisions [4, 5].
For instance, wrong predictions from an Al method will lead to incorrect decisions, such as suboptimal
resource allocation; collecting more data can be time- and resource-consuming; and it is difficult for
process owners to trust process mining results.

More specifically, we view the impact of IoT DQIs in BPM as a propagation in the analytics pipeline,
as shown in Figure 1, where DQIs originate at the hardware level and propagate through subsequent
analysis stages [6]:

+ In IoT systems, DQIs are often due to cheap hardware in difficult environments. These faults
stem from poor sensor calibration, network issues, low battery, temperature/humidity variations
affecting the working of sensors, etc. [1, 7]. In addition to this, software errors can also tamper
correctly registered readings, such as incorrect units, Such sensor faults cause IoT Data QIs, such
as missing IoT events, noise, incorrect timestamps, etc.

« When IoT events are abstracted to derive process events or contextualise an event log, existing
IoT DQIs lead to Event Log QIs, like incorrect case IDs, incorrect activity labels, or missing events.

 Processing these faulty higher-level process data will very likely yield Results QIs. That is,
incorrect conclusions about the process and how it is being executed, including complex process
models, wrong activity orders, incorrect predictions about ongoing cases, etc.

» Finally, these poor analyses will mislead process owners and cause them to make wrong decisions
about how to redesign the process or steer specific process cases, resulting in Process QIs instead
of improvement.

To address this issue, we split the major challenge of data quality management in IoT-enhanced
processes into four sub-challenges: 1) detecting and repairing IoT DQIs; 2) performing root-cause analysis
for identifying systemic sources for DQIs; 3) enabling real-time monitoring; and 4) strengthening robustness
and trust in process analytics and automation pipelines.

In the remainder of the paper, we first outline each subchallenge in more detail in Section 2. Then,
in Section 3, we discuss literature relevant to each of the subchallenges and illustrate how these
subchallenges affect two real-life use cases. Thereafter, section 4 presents overarching opportunities
to tackle the subchallenges. Based on the opportunities identified in the previous section, Section 5
lists concrete recommendations to improve data quality in IoT-enhanced process environments. Finally,
Section 6 summarises our findings and concludes the paper.

2. Subchallenges

Ensuring data quality in IoT-driven process analytics involves multiple interconnected challenges. To
structure this problem, a set of key subchallenges is identified, spanning the process analysis pipeline
from data acquisition and quality assessment to real-time monitoring and its impact on downstream
analytics. Together, they provide a focused view of the main research directions required to achieve
reliable IoT-based process analytics.



2.1. Detecting and repairing loT DQIs

The first and principal challenge in IoT data quality is to be able to detect DQIs and subsequently to
repair or, at least, mitigate them. Detecting IoT DQIs primarily entails distinguishing data points that
correctly represent reality from data points that don’t. The difficulty of a detection task can range from
trivial, e.g., when some data points are missing, to extremely difficult, e.g., when incorrect data do not
differ from correct data. Expert knowledge is often required to define and recognise more subtle DQIs.
Once detected, DQIs should be handled. There are three main ways to address DQIs: 1) ignoring DQIs,
which can be acceptable if it is more costly to treat them than to leave them in the data; 2) removing
DQIs, which is often done when no obvious repair approach is known; 3) repairing DQIs, which consists
of trying to identify the actual value of an incorrect data point and replace the wrong value with the
correct one. This third option is usually the best, since it allows the user of the data to use the whole
dataset (not the case in approach 2) without DQIs (not the case in approach 1), but it is also the most
complex, since it requires being able to infer, from an incorrect data point, what the actual value of that
data point should have been. This usually relies on either domain knowledge or the analysis of data
points with a similar context, or both.

2.2. ldentifying root-causes in systemic DQIs

Identifying the root-cause of DQIs is a pivotal research challenge because DQIs will persist unless their
underlying systemic source is permanently resolved. In the simplest case, systemic sources of DQIs
include improperly calibrated sensors or faulty and/or damaged actuators. However, a systemic source
of a DQI may also arise from a combination of multiple faulty sensors and actuators and may depend
on the currently executed process. Consequently, root-cause analysis typically relies on domain expert
knowledge to identify the root-cause in large, highly interconnected systems, such as IoT environments
[8]. In addition, the high volume, variety, and velocity of IoT sensor data, which must be processed
and accurately labeled for Al-driven techniques, raise further concerns regarding real-time readiness,
preprocessing and training effort, and, ultimately, the suitability of the resulting models. Addressing
these shortcomings typically requires hybrid Al systems that enable informed, data-driven root-cause
analysis. Such systems combine purely data-driven Al techniques with explicitly modeled semantic
knowledge, such as expert knowledge about typical failures and errors, their root-causes, and potential
correlations and dependencies within IoT sensor data.

2.3. Enabling real-time stream monitoring

The challenge of enabling real-time monitoring lies in detecting and mitigating DQIs during data
ingestion, ensuring that only reliable information is propagated to downstream information processing
systems. Unlike batch processing approaches, real-time monitoring must operate under the constraints
of high-velocity and non-stationary IoT data streams, where contextual conditions may change abruptly
or gradually, potentially invalidating static quality control mechanisms [9]. This challenge is further
exacerbated by the inherent asynchrony of distributed sensor networks, which frequently leads to
out-of-order event arrivals that must be reconciled without introducing significant processing latency,
as delays directly undermine the benefits of real-time analytics. Consequently, a key research objective
is the design of monitoring architectures capable of maintaining end-to-end observability across the
Edge-Cloud continuum [10], providing immediate and continuous feedback on the quality and reliability
of incoming data to prevent the propagation of erroneous information to higher-level process models
and analytics pipelines [11].

2.4. Strengthening robustness, and trustworthiness in automation pipelines

Furthermore, variations in data, for example, due to DQIs, often heavily affect the results of process
analysis pipelines [12]. The effects of varying data characteristics, including complexity, incompleteness,
and data irregularities, typically challenge the robustness of algorithms and thus the reliability of their



results. This introduces representation bias, as analysis results may not represent the underlying
characteristics of the data distribution. Particularly in IoT systems, process steps are carefully extracted
from sensor data to form activities for further analysis. As a result, DQI may introduce uncertainty and
noise into activity results, further undermining the robustness of automated process analysis pipelines.
Additionally, although automation pipelines facilitate feasibility and real-time analysis, robustness
problems are further aggravated by the aggregation of biased datasets and results. As process analytics
algorithms are trained on specific datasets, these datasets need to representatively cover the high
volume, variety, and velocity of real IoT scenarios to enable automation pipelines in production to scale
under pressure.

3. Current Landscapes in loT Process Analytics

This section reviews the current state of the art on IoT data quality in the context of process analytics.
The analysis is structured along two complementary perspectives, namely a research perspective, which
examines existing methods and approaches proposed in the literature, and a practical perspective, which
highlights real-world applications and challenges observed in operational settings.

3.1. Research Perspective: Methods and Frameworks

From a research perspective, existing work addresses IoT data quality across several key dimensions,
including detection and repair of DQIs, root-cause analysis, real-time monitoring, and the robustness of
process analytics pipelines. The following subsections provide an overview of the main approaches and
trends within each of these areas.

3.1.1. Detection and Repair Techniques

IoT DQI detection and repair is a heavily researched field. Multiple recent reviews summarise the state
of the art [13, 14]. In [13], the authors review the state of the art in IoT data quality, viewing data
quality as the extent to which the data correctly represent reality. In their paper, they report the most
frequent types of DQIs encountered in the broader IoT literature: Outliers, Missing data, Bias, Drift,
Noise, Constant value, Uncertainty and Stuck-at-zero. Later in [13], the authors review DQI detection
techniques, reporting 15 different approaches, mostly aiming at identifying outliers. Finally, this paper
also report seven distinct DQI repair techniques, addressing either outliers or missing data. So while a
plethora of techniques exist, multiple challenges remain, given that 1) most techniques only address one
DQI; and 2) some DQIs are not tackled by any detection or repair technique. More recently, [14] take a
broader perspective at data quality, surveying data preprocessing techniques in general. This includes
approaches to prepare data for machine learning, such as normalisation or feature selection. They
report 57 data preprocessing techniques and benchmark them for a time series forecasting problem
using LSTM neural networks.

A more focused look at DQIs in the IoT BPM literature in [6] yielded a slightly different picture, with
noise being the most often reported DQI type, and missing data and outliers the second and third most
frequent, respectively. This discrepancy between the general IoT literature and the IoT BPM field could
be due to a lower awareness of the different types of DQI, leading to various DQI types being “labelled”
as noise. Regarding repair techniques, [15] propose an expert-driven approach to correct DQIs in IoT
event logs.

3.1.2. Hybrid and Data-Driven Root-Cause Analysis

Much research has been conducted in the area of root-cause analysis in IoT environments and especially
in the context of production. Stertz et al. [16] present an approach to trace the root-cause of concept
drifts by correlating them with sensor data. The approach demonstrates how sensor event sequences
can be aligned with process events to explain process deviations. A first approach addressing the



challenge of using hybrid Al systems combining data-driven Al techniques with expert knowledge has
been presented by Steenwinckel et al. [17]. In this approach, a knowledge-driven root-cause analysis
approach in IoT is presented, which can explain anomalies based on an experience-based approach
combined with symbolic-driven neural reasoning and formalized expert knowledge. Klein et al. [8]
present a similar approach in which a knowledge graph is used to detect anomalies and to determine
the root-cause of them. Ghalibafan et al. [18] propose the eRooMiner approach, which is a data-driven
approach combining machine learning and Al techniques to determine root-causes based on DQIs in
event logs. A quite similar approach has been presented by Andrews et al. [19], which is based on the
Odigos Root-Cause reference framework. The goal of the approach is to deal with DQIs on a prognostic
and diagnostic level.

3.1.3. Adaptive Real-Time Monitoring Architectures

Research on real-time IoT data quality monitoring has evolved from static analysis approaches toward
distributed and adaptive frameworks capable of operating under streaming conditions [20, 21]. Early
work established the technical foundations for integrating process-aware systems with live sensor
streams [11], which were later reflected in domain-specific systems such as BPSmart-Care [22]. Sub-
sequent approaches focused on near real-time detection and remediation of DQIs using techniques
such as Case-Based Reasoning (CBR) [23]. From an architectural perspective, frameworks such as
ContinuumConductor optimize the placement of data cleaning and process discovery tasks across the
Edge-Cloud continuum to support low-latency processing [10, 24]. Other research directions address
the detection of abrupt and gradual changes in sensor streams through drift detection methods such
as McDiarmid Drift Detection Method (MDDM) [9], as well as the uncertainty and asynchrony of
IoT data using probabilistic and sliding-window techniques for handling incomplete and out-of-order
events [25, 26]. More recently, systems such as IoT Miner [27] explore the integration of large language
models (LLMs) and unsupervised learning techniques to automatically transform raw sensor data into
high-level event logs suitable for online process analytics.

3.1.4. Algorithmic Robustness and Trustworthiness

To investigate robustness, reliability, and trustworthiness of process analytics algorithms in offline
scenarios, several works recur to understanding the underlying distribution of input data to create
controlled datasets to use in training and testing of process analysis algorithms. Regarding reliability
and trustworthiness, the list concerns current challenges and opportunities for fault and repair methods,
particularly on data availability [28, 29, 30]. Different domains exhibit different fault frequencies. On
the one hand, Stevens et al. [31] assessed the vulnerabilities in current outcome prediction models. To
improve the realism of their approach, Stevens et al. [32] presented a method that employs manifold
learning the underlying distribution of a numerical or categorical attribute value to generate out-of-
distribution samples during adversarial attacks. On the other hand, Maldonado et al. [33] work focuses
on the control-flow perspective, generating data with intentional structural event characteristics for
training and testing of process discovery algorithms. They follow up by presenting an approach to
explain the robustness of process discovery algorithms against variations in these structural event
characteristics. [34] Although these works propose methods for testing and training robust methods,
none are specialized for IoT real-time scenarios. To this end, Know Your Streams [12] was tuned to
generate event data for online scenarios, controlling the level of e.g. out-of-order events, concurrent
activities, incomplete cases, and concept drifts, which can all be caused by DQI. Furthermore, AVO-
CADO [35] proposes a framework for evaluating method robustness using controlled online datasets.
Still, the link between DQI and data characteristics, as well as their relation to robustness, reliability,
and trustworthiness, remains to be investigated, particularly in IoT scenarios. Another remaining gap is
to integrate expert domain knowledge and differentiation of domains (E.g. manufacturing vs. aircrafts
and nuclear plants) products [28].



3.2. Practical Perspective: Case Study Evaluations

From a practical perspective, IoT data quality challenges manifest in real-world systems where heteroge-
neous data sources, complex environments, and operational constraints introduce additional sources of
variability and uncertainty. The following case studies illustrate how these challenges arise in practice,
how they are addressed, and which requirements the quality management approaches need to satisfy.
Table 1 summarizes the main characteristics, requirements, DQIs, mitigation strategies, and research
opportunities identified across both cases.

3.2.1. Case study 1: Pervasive healthcare system in a nursing home for proactive prevention
of COVID-19

This case study considers a pervasive healthcare system deployed in a nursing home for the proactive
prevention of COVID-19 [36]. The system integrates heterogeneous IoT data sources, including wearable
devices providing physiological measurements, environmental sensors monitoring air quality conditions,
and contextual data describing proximity and occupancy. These data are combined within a data fabric
and digital twin infrastructure supporting real-time analytics, inference generation, and automated
actions such as alerts and notifications.

The objective is to ensure reliable digital twin representations and decision-support outputs through
continuous data quality assessment. Several IoT DQIs are observed, including missing values, sensor
noise, inaccurate physiological or environmental measurements, and errors in proximity detection
caused by imprecise location or occupancy data. In addition, inconsistencies introduced during data
fusion may propagate through the pipeline and affect downstream inferences.

These issues may lead to false positives or false negatives in infection-risk detection, unreliable
environmental assessments, and reduced trust in automated recommendations. From a process analytics
perspective, incorrect inferred events negatively affect both preventive process execution and analysis.

The case study addresses several challenges identified in Section 2. Automated quality assessment
mechanisms are applied throughout the pipeline to detect missing values, out-of-range measurements,
and inconsistencies across sensors. Domain knowledge is leveraged to identify semantically implausible
situations and support repair strategies such as data imputation, smoothing noisy measurements, and
correcting inconsistent values using cross-sensor correlations.

Furthermore, the system continuously monitors IoT data quality in real time, particularly after
data fusion stages, by computing metrics such as accuracy and completeness based on ISO/IEC 25024.
This monitoring helps prevent the propagation of low-quality data and improves the robustness and
trustworthiness of process analytics pipelines. However, limitations remain regarding the limited set of
quality dimensions considered, short evaluation periods, and the handling of dynamic context changes.

3.2.2. Case study 2: Chemical manufacturing

This case study considers a chemical manufacturing process in which raw materials are mixed and filtered
in a sensor-monitored tank. The process is supported by a Manufacturing Execution System (MES)
logging process events at different granularity levels, while IoT sensors capture physical parameters
such as pressure and flow measurements.

The objective of the analysis is to perform process mining in order to identify sources of variation
and potential inefficiencies in the manufacturing process. Unlike the previous case study, the analysis
is performed offline and does not require real-time processing.

Several DQIs are observed in both MES and sensor data. In the MES, these include incorrect or
inconsistent activity labels, imprecise activity granularity, timestamp ambiguities caused by differences
between execution and reporting times, and inconsistencies related to daylight-saving time changes.
Sensor data also exhibit quality problems, particularly noise and lossy compression mechanisms that
omit repeated constant values.

These issues negatively affect process analytics results. Timestamp inconsistencies lead to incorrect
correlations between IoT events and process activities, while incorrect labels and granularity prob-



lems reduce the reliability of process discovery results. In addition, the inability to correctly identify
anomalous production patterns may ultimately affect batch quality.

This case study mainly illustrates the challenges of detecting, repairing, and analysing the root
causes of IoT DQIs. Detection primarily relies on visual data exploration and iterative discussions with
domain experts. Repair strategies include timestamp harmonization, label standardization, forward-fill
imputation of missing sensor values, and denoising techniques based on rolling averages. Furthermore,
root-cause analysis is supported through expert knowledge to identify systemic sources of recurring
data quality problems.

Table 1
Compact comparison of loT data quality challenges, mitigation strategies, and research opportunities in
the case studies.

Dimension Case Study 1: Pervasive Healthcare Case Study 2: Chemical Manufacturing

Context & goal Nursing-home digital twin and data fabric for Sensor-monitored tank and MES logs for offline
real-time COVID-19 risk prevention and alerts.  process mining and variation analysis.
Key requirements Real-time quality monitoring, reliable and timely Reliable event-activity correlation, robust process

alerts, privacy-preserving data handling, and analysis, explainable results, and consistent
scalability to heterogeneous sensor streams. event-log representation.
Observed DQIs  Missing values, sensor noise, imprecise Timestamp ambiguity, daylight-saving shifts, and

proximity/location data, and propagated fusion  lossy compression.
errors.

Process impact DQI can reduce digital-twin fidelity and Timestamp shifts and compression weaken
undermine inferred alerts. event-activity correlation.

Detection Mostly rule-/threshold-based quality checks with Visual exploration and expert consultation.
limited context adaptation.

Repair Domain imputation, smoothing, and cross-sensor Timestamp harmonization, label standardization,
consistency repair. and rolling-average denoising.

Expert role Continuous validation and repair prioritization in  One-shot expert-driven root-cause analysis.

feedback loops.

Research Online adaptivity: proactive, context-aware Root-cause analysis: hybrid expert- and
opportunity DQI management in dynamic loT settings. data-driven identification of systemic DQI
sources.

4. Gaps and opportunities

Despite the significant progress outlined in the previous section, several limitations remain in current
approaches to IoT data quality management for process analytics. These limitations reveal important
research gaps and opportunities that must be addressed to enable reliable and scalable IoT-driven
process analytics. The following subsections discuss these gaps in relation to the previously identified
subchallenges. These opportunities are positioned in Figure 2, composed by the process analytics
pipeline, as presented in Section 1, and the process quality management lifecycle [37].

4.1. Opportunity 1 - Reliable Process Representation

As presented in Section 3.1.4, so far, the state of the art lacks a systematic investigation, aligning raw
DQIs, such as sensor noise, in event log abstraction with higher-level metrics of reliability, robustness
of the process mining results. While tailored validated solutions for handling DQIs of specific processes
exist, the field lacks data quality assessment approaches to quantify the statistical significance and
certainty of data representing a corresponding process. Representativeness and coverage of IoT data in
respect to the process, avoids overgeneralization of process analytics approaches, since one size does not
fit them all. For example, nuclear plants processes might require stricter robustness and safety-critical
reliability in analysis results compared to standard manufacturing. This way, our process analytics
approaches shall be capable of processing event streams in a contextually reliable and robust manner for



high-stakes decision making. Thus, there is a significant opportunity to develop robustness-assessing
preprocessing frameworks that detect, quantify and repair sampling vulnerabilities in DQIs.

4.2. Opportunity 2 - Generalization of Approaches

Many techniques were proposed to detect and repair IoT DQIs, but most of them are limited to a
subset of DQIs [13]. In particular, detection techniques mainly focus on outlier detection, while repair
techniques focus on noise and missing data. This makes it difficult to accurately detect and repair DQIs
in IoT environments, where multiple DQI types typically co-exist.

Hence, there is a need for more general-purpose approaches. These approaches could either consist
of techniques that directly detect or repair various types of DQIs, or of more elaborate frameworks
combining multiple DQI detection or repair techniques. In the first case, a possibility is to use refined
anomaly detection techniques to detect data points that differ from the rest of the data and isolate them
as likely containing DQIs. The second path is to develop a broader framework combining different DQI
detection or repair techniques to make it possible to detect and repair a wide range of DQI types.

4.3. Opportunity 3 - Root Cause Analysis

Future work offers substantial opportunities to advance root-cause analysis for DQIs by going beyond
purely data-driven Al approaches. While current data-driven neural Al methods only rarely make
systematic use of expert knowledge to identify the underlying sources of DQIs, such knowledge
represents a valuable resource for improving both the accuracy and interpretability of root-cause
identification. By combining the strengths of data-driven Al techniques with domain knowledge, hybrid
neuro-symbolic Al approaches can be developed that are better suited to diagnose systemic causes of
data quality problems. This integration promises not only more reliable, trustworthy, interpretable, and
explainable diagnoses [8] but also more actionable insights for organizations seeking to improve their
data management processes.

Beyond identifying the root causes of DQIs, there is also a significant opportunity to investigate
their actual impact. Although it is commonly assumed that poor data quality negatively affects analysis
results, following the principle of “garbage in, garbage out,” the extent and nature of this impact often
remain insufficiently understood. Different types of DQIs may influence analytical outcomes in different
ways, and not all issues may justify the same level of repair effort. A more profound understanding of
these effects would make it possible to assess when correcting DQIs is beneficial and when the costs
of repair may outweigh the potential improvements. This perspective can support more informed,
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Figure 2: Relationships between five identified opportunities, the process analytics pipeline and process data
quality management lifecycle [37].



cost-effective, and targeted data quality management decisions.

4.4. Opportunity 4 — Online Adaptivity of Approaches

Current advances in real-time IoT data quality monitoring create significant opportunities for more
adaptive and context-aware process analytics pipelines. Existing approaches have demonstrated the
feasibility of monitoring selected data quality dimensions in streaming environments, but future research
can extend these capabilities toward more comprehensive quality assessment mechanisms.

A key opportunity lies in developing adaptive monitoring frameworks capable of dynamically
adjusting quality assessment strategies according to evolving environmental and process conditions.
Rather than relying on static rules or predefined thresholds, next-generation approaches should support
context-aware quality management in highly dynamic IoT environments.

Another promising direction is the integration of data quality monitoring with downstream process
analytics, enabling systems to assess not only the presence of DQIs, but also their impact on process
analysis reliability and decision-making outcomes.

Furthermore, there is strong potential for proactive and predictive data quality management ap-
proaches capable of anticipating quality degradation before it propagates through the system. In parallel,
future research should move toward end-to-end monitoring frameworks spanning the complete IoT
data lifecycle, from edge-level acquisition to cloud-based processing and analysis.

4.5. Opportunity 5 - Expert in the Loop

A critical challenge impacting all parts of the process analytics pipeline, as well as the data quality
management lifecycle, is the integration of expert domain knowledge in the feedback loop. Purely
automated approaches struggle with DQI subtlety. DQI detection requires a fine, specialized calibration
due to the high interconnection between the propagation of DQIs and process quality issues in IoT
environments. Approaches that treat data characteristics as purely statistical phenomena struggle
to fulfil requirements, which vary substantially across use-cases and domains. Therefore, a clear
opportunity remains to create hybrid process data quality management systems. That is, frameworks
combining statistical soundness, as well as interactive and continuous integration of expert domain
knowledge. By involving the expert-in-the-loop, researchers can develop more contextually aware repair
mechanisms that reflect domain-specific context to infer correct values in specialized industrial sectors.
This shift ensures that representation bias in current analytics methods, mentioned in Section 3.1.4, is
mitigated by a nuanced high-level understanding that only human domain experts possess.

5. Proposed interventions and recommendations

Based on the identified gaps and challenges, this section outlines a set of research and practical recom-
mendations to advance [oT data quality management for process analytics. These recommendations are
structured along short-, mid-, and long-term perspectives, reflecting different levels of maturity and
implementation effort.

5.1. Short-term recommendation: Validation

In the short term, efforts should focus on addressing immediate limitations in current approaches. First,
there is a need to develop detection and repair techniques for DQIs that are currently underexplored,
beyond commonly addressed cases such as noise and missing data. Additionally, data quality validation
mechanisms should be introduced as early as possible in the process analysis pipeline, particularly at
the level of sensors and devices, to prevent the propagation of erroneous data.

Furthermore, existing monitoring systems should be extended to incorporate a broader set of data
quality metrics, enabling a more comprehensive assessment of data reliability. Finally, initial steps



should be taken toward systematically linking DQIs with data characteristics and evaluating quality
control mechanisms within process analysis pipelines.

5.2. Mid-term recommendation: Adaptation

In the mid term, research should move toward more integrated and generalizable solutions. This includes
the development of general-purpose approaches for detecting and repairing DQIs across multiple types
of DQIs. In parallel, process domain knowledge should be systematically captured and incorporated
into root-cause analysis methods to improve their effectiveness.

From a system perspective, there is a need to design architectures that support data quality assessment
across multiple stages of the data pipeline, enabling the identification of where and how quality
degradation occurs. Such architectures should also support dynamic adaptation of data quality rules in
response to changing context conditions. Moreover, stronger links should be established between DQIs
and their impact on process analytics outcomes, while ensuring the integration of domain expertise
and differentiation across application domains.

5.3. Long-term recommendation: Prevention

In the long term, the focus should shift toward proactive and predictive data quality management
strategies, preventing issues before they occur. These include developing end-to-end monitoring and
correction mechanisms that control the propagation of DQIs throughout the entire system.

Future research should also explore the use of digital twins of data infrastructures to model and
monitor data quality dynamically, enabling continuous assessment and correction. In addition, evaluat-
ing the real-time impact of data quality degradation on process analytics remains an open challenge.
Finally, the integration of domain expertise and the differentiation between application domains should
be further strengthened to support more robust and context-aware solutions.

6. Final synthesis and conclusions

In this work, we have evaluated current challenges regarding IoT DQIs and how these affect the
reliability of process process analysis pipelines. As we explored the propagation of DQIs at different
steps, we split this major challenge into four subchallenges, spanning over the entire process analytics
pipeline and data quality management lifecycle, from data acquisition, quality assessment, to analysis.
We examined current methods and approaches to address these challenges, and identified gaps in the
state of the art, while also illustrating two case studies for practical perspectives on possible solutions
and opportunities. From our analysis of the field, we identified five major opportunities for future
research, which we summarize in the following: First, improving reliable process representation in the
presence of DQIs, including missing and noisy data. Particularly, because uncertainty and complexity are
often present during data abstraction of real-world processes. Second, the generalization of approaches
to ensure that methods can be applied across different domains and contexts. Third, to identify the
underlying causes of DQIs, opportunities in root-cause analysis arise. Fourth, developing online adaptive
approaches that adapt to changing conditions in real-time opens multiple venues through the data
quality management lifecycle. Overall, we want to highlight the importance of involving human experts
in the loop. By leveraging their domain knowledge, the reliability of analysis results as well as their
interpretations become more useful and reliable. With these opportunities in mind, we provide a
short-term, mid-term, and long-term roadmap for researchers and practitioners. In the short-term, the
focus should be on implementing a comprehensive DQI detection and thorough repair mechanisms.
Moving into the mid-term, research should aim at integrative adaptive architectures tracking quality in
a human conscious manner across the entire pipeline. In the long-term, envision proactive, self-healing
systems using digital twins and end-to-end correction systems for real-time transparency and trust in
results and process quality.
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