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Abstract
Digital Twin Prototypes can support the early simulation and validation of Internet of Things (IoT) systems
before their physical deployment, especially in scenarios that are difficult, costly, or unsafe to reproduce in
reality. However, early-stage design and validation remain challenging, especially for IoT systems whose behavior
emerges from distributed and event-driven interactions among devices, events, and software components.

This paper proposes a BPMN-based design and validation approach for Digital Twin Prototypes of IoT
systems. The approach supports the identification of relevant scenario entities, the specification of their behavior
as executable BPMN models through an explicit IoT-to-BPMN mapping, and the simulation-based analysis of their
interactions. To support the execution and validation of these models, a corresponding Digital Twin architecture
is introduced for coordinating IoT-aware process execution in a distributed setting. A prototype implementation
of the core execution and coordination mechanisms is applied to an earthquake emergency scenario, providing
preliminary evidence of the feasibility of the approach for the early behavioral validation of IoT systems.
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1. Introduction

The concept of Digital Twin has emerged as a relevant paradigm for representing and managing
complex systems in the digital domain [1]. A Digital Twin can be described as a virtual representation
of a physical asset or system that maintains a continuous connection with its physical counterpart
through data exchange [2]. By integrating telemetry data, contextual information, and analytical
capabilities, Digital Twins support monitoring, analysis, and optimization of physical systems across
their lifecycle [3]. Their adoption has been strongly connected with the diffusion of Internet of Things
(IoT) technologies, which enable the collection of data from distributed sensors and devices. In this
context, Digital Twins are increasingly used to represent IoT-enabled environments, industrial systems,
and smart infrastructures [4].

A relevant application of the Digital Twin paradigm in IoT systems concerns the possibility of testing
and validating device behavior before the physical system is fully deployed, or under conditions that are
difficult, costly, or unsafe to reproduce in reality. This is the case, for example, of emergency scenarios
in which devices may not yet be installed, may operate in environments that are expensive to replicate,
or may be exposed to rare and extreme events that are difficult to reproduce consistently for testing
purposes [5].

To address these situations, the notion of Digital Twin Prototype (DTP) can be adopted [1]. Unlike a
Digital Shadow, which assumes an existing physical counterpart and automatic synchronization from
the physical to the digital representation, a DTP refers to a system whose physical counterpart is not
yet fully deployed, but whose structure and expected behavior can already be modeled and analyzed. By
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providing a virtual environment in which devices and their interactions can be instantiated, configured,
and simulated before deployment, a DTP supports early reasoning on system behavior, scenario
exploration, and pre-deployment validation. While in this work the DTP is used at design time, the
resulting behavioral models may later be refined and connected to the deployed IoT system rather
than being treated as throw-away artifacts. This perspective was shown to be useful in our previous
work, where it supported the anticipation of simulation and validation activities for an IoT emergency
scenario [6].

The development of a DTP in the early stages of an IoT system often involves stakeholders with
heterogeneous backgrounds, including system engineers, IoT developers, and domain experts familiar
with the target operational context. Since the actual system may not yet exist and the devices themselves
may still be unavailable, reasoning directly in terms of low-level implementation details is often
impractical. A higher level of abstraction is therefore needed to describe device behavior and interactions
in a way that is both precise and understandable across stakeholders. In this context, Business Process
Model and Notation (BPMN) represents a suitable modeling notation, as it enables IoT device behavior
and interaction logic to be represented through process models that can support simulation and
validation activities, also in the Digital Twin context [7, 8].

However, defining such an abstraction for IoT DTPs is not straightforward. IoT scenarios are typically
composed of distributed entities that interact through events and messages, while their behavior depends
on sensor observations, device states, communication mechanisms, and contextual conditions. The
integration of IoT and Business Process Management requires mechanisms to bridge the gap between
raw sensor data, device-level events, and higher-level process knowledge [9]. Similarly, the Digital Twin
of Business Processes perspective emphasizes the need for explicit, high-fidelity, and executable models
that can support simulation, monitoring, and analysis of process behavior [10]. These challenges are
particularly relevant when IoT component behavior needs to be understood, discussed, and validated
before the physical deployment is available.

Motivated by these challenges, this paper proposes a design and validation approach to support the
development of DTPs for IoT systems. The approach covers the identification of relevant scenario entities
and interactions, their behavioral specification through executable BPMN models based on an explicit
IoT-to-BPMN mapping, and the coordinated execution and analysis of the resulting behavioral models.
To support these activities, the paper introduces a reference architecture for IoT DTPs comprising a
Simulation Manager, a process execution engine, an event bus, a middleware component for message
correlation, and an IoT platform. A prototype implementation of the core execution and coordination
mechanisms has been developed and applied to an emergency scenario derived from [5]. The application
provides preliminary evidence that the selected IoT behaviors can be represented as separate executable
models and coordinated through exchanged events and messages, supporting early behavioral validation
before the physical deployment is available.

The remainder of this paper is organized as follows. Section 2 presents related work on the integration
of Business Process Management and IoT. Section 3 introduces the proposed design and validation
approach for DTPs of IoT systems. Section 4 presents the reference architecture and the corresponding
prototype implementation. Section 5 reports the application of the approach to the SAFE emergency
scenario. Section 6 discusses the results and limitations of the proposed solution. Finally, Section 7
concludes the paper and outlines future work.

2. Related Work

Digital Twins have been investigated as a means to support testing, simulation, and validation activities
for IoT and cyber-physical systems. This is particularly relevant when physical devices are not yet
available, when the deployment environment is difficult to reproduce, or when the target scenario
involves conditions that are costly, rare, or unsafe to recreate.

Several works have investigated the integration of Business Process Management and IoT, where IoT
data and device capabilities are used to increase the fidelity of process models and process executions



with respect to the physical environment. In [11], the authors provide a systematic mapping study
on the modeling of IoT devices in business processes, highlighting the role of BPMN in the IoT-aware
business process literature. In [12], the authors propose a BPMN-based approach for modeling and
executing IoT-enhanced business processes. The solution reuses standard BPMN constructs to represent
IoT devices, device actions, and interactions with the physical world, while context data are modeled
separately through an ontology. In [13], the authors introduce FloBP, a model-driven approach for
modeling, developing, and executing IoT-enhanced business processes. The approach combines feature
models to represent IoT domain knowledge with BPMN models for specifying business process logic
involving IoT devices. In [14], the authors investigate approaches for IoT-enhanced predictive process
monitoring, focusing on the integration of IoT time-series data with traditional process event logs.

Previous research on IoT-aware business processes has already investigated the modeling of IoT
device behavior within the Process of Things perspective, in which business process modeling notations
are used to represent the internal behavior of IoT devices and their cooperation [15]. This work is
aligned with this perspective, but considers such behavioral models in the context of IoT DTPs, where
multiple executable BPMN models represent the behavior of scenario entities and can be executed and
coordinated before the complete physical system is available.

Table 1
Comparison of related works with respect to the focus of this work.

Ref. Main focus Modeling perspective Role of IoT behavior

[11] IoT-aware business pro-
cesses

Mapping study of IoT elements
in process models

Reviews IoT device representations in
process models

[12] IoT-enhanced process
execution

Process-centric BPMN and con-
text ontology

Device actions and physical interactions
within BPs

[13] Model-driven IoT-
enhanced BPs

BPMN and feature models IoT capabilities involved in BP logic

[14] Predictive process mon-
itoring

Event logs and IoT time-series
data

IoT data support process prediction

[16] Distributed IoT system
analysis

Domain-specific languages Behavior modeled for analysis and
anomaly resolution

[17] IoT testing and simula-
tion

DT-based testing environment IoT system behavior tested against sim-
ulated conditions

[18] Scalable IoT validation High-fidelity simulation Behavior evaluated through DT-driven
testing

[19] Security validation Device DT modeling and simu-
lation

Device behavior considered for security
testing

This
work

Pre-deployment IoT
DTP analysis

Executable BPMN behav-
ioral models

Internal component behavior explic-
itly modeled and coordinated

Beyond IoT-enhanced business processes, several works have investigated the use of Digital Twins to
support testing and validation activities for IoT systems. In [16], the authors introduce a method for
developing Digital Twins of large-scale distributed IoT systems, addressing verification and validation
challenges in operational settings. Their approach relies on domain-specific languages to model and
analyze system behavior and to support anomaly resolution. In [17], the authors present a Digital
Twin-based tool for testing and simulating IoT environments and predicting errors in real IoT systems.
The tool supports functional and non-functional testing by connecting the physical system with a
software version deployed in the Digital Twin. In [18], the authors investigate a Digital Twin-driven
testing strategy as a scalable simulation-based method for IoT system validation, focusing on test
coverage, scalability, and reliability. Their methodology relies on high-fidelity simulations to improve
test coverage and support the identification of hidden faults. In [19], the authors propose a modeling
and simulation approach to support the integration, verification, and functional validation of security



mechanisms in devices. Their approach uses Digital Twins of devices to support integration and testing
activities.

Overall, the reviewed works address complementary aspects of IoT process integration and Digital
Twin-based testing, as summarized in Table 1. IoT-enhanced BPM approaches mainly focus on incorpo-
rating devices, data, and physical interactions into business process execution or monitoring, while
Digital Twin-based approaches primarily target testing and validation at the system or infrastructure
level. This work brings these perspectives together by using executable and interacting BPMN models
as the behavioral layer of an IoT DTP for pre-deployment analysis.

Accordingly, the proposed approach addresses the analysis of scenario entities and interactions, their
behavioral specification through standard executable BPMN models based on an explicit IoT-to-BPMN
mapping, and their execution and coordination within a supporting architecture. The objective is
to make IoT behavior explicit, executable, and observable, supporting scenario-based simulation and
preliminary behavioral validation before deployment.

3. Proposed Approach

This section describes the proposed approach for designing and validating IoT DTPs through executable
BPMN behavioral models.

3.1. Design and Validation Process

The proposed approach is organized as an iterative design and validation process, depicted in Fig. 1.
The process targets IoT scenarios that are still under design, where IoT components and related digital
infrastructures may not yet be available. In such cases, designers still need to reason about the expected
behavior of the system, the entities involved, and the interactions that may occur among them in order
to realize a specific use case.

The use of BPMN facilitates the involvement of domain experts in co-design activities. Domain
experts can contribute to the definition of the scenario by providing indications about how the system is
expected to work, which events are relevant, and how the involved entities should react under specific
conditions. These inputs can then guide the definition and refinement of the corresponding behavioral
models.

Requirements analysis
Entity identification
Interaction analysis

IoT scenario
analysis

Behavioral
Modeling 

Simulation and
Analysis

Implementation-
oriented artifacts

entities and 
relationships

executable 
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validated 
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BPMN modeling
Entity modeling
Message and event modeling

Model execution
Event injection
Execution monitoring
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Validated BPMN models
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Figure 1: Design and validation process of the proposed approach.

As shown in Fig. 1, the process starts with the analysis of the IoT scenario, where requirements,
relevant entities, and interactions are identified. The resulting scenario-level description provides the
basis for the behavioral modeling phase, in which BPMN is used to define executable models of the
entities and their event-driven interactions.

The BPMN models are then executed during the simulation and analysis phase. In this phase,
controlled events can be injected, the execution can be monitored, and the observed behavior can be
compared with the expected scenario logic. When inconsistencies, missing interactions, or unexpected
behaviors are identified, the models are refined and executed again.



Once the modeled behavior is considered consistent with the expected logic, the process leads to
the consolidation of implementation-oriented artifacts. These artifacts include BPMN models refined
through simulation-based analysis, explicit interaction logic, and guidance for subsequent implementa-
tion, validation, and testing activities.

3.2. IoT Scenario Analysis

At the beginning of the design and validation process, the objective is to identify the relevant components
involved in the IoT system to be represented within the DTP, their roles, and the interactions among
them. This analysis identifies the elements that are relevant for behavioral modeling and simulation
before moving to BPMN modeling.

The analysis is carried out by IoT experts and system designers, with the support of domain experts
and stakeholders who can provide knowledge about the operational context. The activity can rely
on different sources, such as project deliverables, technical specifications, requirements documents,
descriptions of the target environment, previous prototypes, stakeholder discussions, and deployment
constraints. These sources are used to extract the behavioral aspects that are relevant for the scenario,
distinguishing them from purely structural, physical, or low-level implementation details.

Based on the available information, IoT experts, system designers, and stakeholders identify the
relevant entities to include in the scenario, such as IoT devices, gateways, edge components, software
services, environmental elements, and external actors. Each entity is analyzed according to the role it
plays in the scenario. For instance, an IoT device may sense environmental conditions and communicate
data, a gateway may collect messages and propagate commands, while an environmental element may
generate events that affect the behavior of other entities.

The analysis also aims to identify the interactions among the identified entities, including exchanged
messages, commands, events, and environmental signals. Interaction analysis also considers scenario
constraints, such as communication timeouts, acknowledgment messages, and conditions that affect
the control flow. For each interaction, the analysis should clarify the involved entities, the triggering
condition, and the expected effect on the receiving entity. This is particularly relevant in IoT scenarios,
where components are often loosely coupled and interact asynchronously.

The output of the IoT scenario analysis is a scenario-level description that provides the basis for
modeling, executing, and analyzing the expected behavior of the IoT system.

3.3. Behavioral Modeling

The behavioral modeling phase transforms the entities and interactions identified during the IoT scenario
analysis into explicit behavioral specifications. The corresponding BPMN models are manually derived
from this information and represent the process-like behavior of the identified entities. The objective is
not to model a traditional organizational business process, but to capture the event-driven behavior of
IoT devices, edge gateways, and supporting components that realize the DTP of the IoT scenario.

In this perspective, an IoT scenario is modeled as a set of interacting BPMN behavioral models, where
each model describes the logic of a single entity or logical component. Rather than representing several
IoT entities within the same process model, this decomposition reflects the distributed and asynchronous
nature of IoT systems [9], preserves explicit component boundaries, and makes interactions through
events and messages explicit. The overall behavior of the scenario emerges from the interaction among
these models through exchanged events and messages.

Table 2 reports the conceptual mapping adopted between recurrent IoT elements and BPMN constructs.
In particular, IoT devices and supporting components can be represented as BPMN processes, pools,
or lanes, depending on the required level of detail. Events generated by sensors, the environment,
or other components are represented through message or signal events. Periodic behaviors, such
as keep-alive messages or other recurring device operations, are modeled with timer events. The
mapping targets behaviorally relevant events and actions rather than low-level sensor sampling. Internal
operations, including data processing, state updates, communication activities, or command execution,



are represented as tasks. Decision points based on sensed data, received commands, or internal variables
are modeled through gateways.

Table 2
Conceptual mapping between IoT elements and BPMN constructs.

IoT element BPMN construct Purpose
Device/component Pool, lane, process model Represent an interacting entity.
Sensor reading or external
event

Message/signal event Trigger behavior from data or environ-
ment.

Periodic behavior Timer event Trigger periodic behavioral actions
Local computation/action Task/service task Represent internal operations.
Condition or mode check Exclusive gateway Model branching decisions.
Alternative awaited events Event-based gateway React to the first occurring event.
Message exchange Message event/flow Model interactions among entities.
Operating mode Variable, subprocess, or model

variant
Capture behavior-dependent states.

Timeout Timer or boundary event Model missing responses or delays.

This decomposition also introduces a trade-off. As scenario complexity increases, the number of
behavioral models and their interactions may also grow, requiring additional effort for their definition,
maintenance, and coordination.

The obtained BPMN models provide the input for the simulation and analysis phase, where they are
executed to simulate the scenario and assess the functional consistency of the modeled behavior.

3.4. Simulation and Analysis

After the behavioral modeling phase, the relevant entities are represented as executable BPMN artifacts.
In the simulation and analysis phase, these artifacts can be deployed in an execution environment and
instantiated according to the IoT scenario to be simulated. The objective is to observe how the modeled
entities behave when relevant events occur and to assess whether the simulated behavior is aligned
with the expectations defined during scenario analysis and behavioral modeling.

The execution of the models is event-driven. Events may be generated by simulated components,
injected by users during controlled simulation sessions, received from other behavioral models, or, in
later stages, collected from an IoT platform connected to real or simulated devices. These events can
activate process instances, trigger intermediate events, update process variables, and cause message
exchanges among the modeled entities.

Since an IoT scenario may involve several interacting models, the execution phase requires coor-
dination among model instances. For example, a device model may send data to a gateway model, a
gateway model may propagate commands to one or more devices, and an environmental event source
may trigger a change in the behavior of other components. Therefore, events and messages must be
routed to the proper model and, when multiple instances are running, to the proper process instance.
Consequently, the models need to agree on the information exchanged through messages and events so
that each exchange can be correctly correlated with the intended process instance. This introduces the
need for event correlation mechanisms, which are discussed at the architectural level in Section 4.

The analysis focuses on the functional behavior observed during simulation. Designers and stake-
holders can inspect whether the modeled entities react to events as expected, whether messages are
exchanged in the intended order, whether timers and decision conditions activate the expected branches,
and whether the simulated behavior reaches the expected states. The analysis can rely on execution
states, exchanged messages, logs, and process traces produced during the simulation. Furthermore, the
resulting BPMN models could support subsequent formal analysis of behavioral properties, such as
deadlock freedom, using suitable process-analysis techniques [9].



When the observed behavior does not match the expected logic, the results of the analysis are used
to refine the BPMN models. This may involve adding missing events, revising decision conditions,
changing message exchanges, or restructuring parts of the behavioral model. The refined models can
then be executed again, closing the iterative loop introduced in Fig. 1. Once the modeled behavior is
considered consistent with the expected logic, the process leads to the consolidation of implementation-
oriented artifacts. These artifacts include BPMN models refined through simulation-based analysis,
explicit interaction logic, and guidance for subsequent implementation, validation, and testing activities.

4. Digital Twin Prototype Architecture

This section presents the reference architecture, its main components, and a related prototype imple-
mentation developed to execute and inspect the BPMN behavioral models.

4.1. Reference Architecture

The proposed DTP architecture is intended to support the execution and behavioral analysis of the
models representing the IoT system under design. The architecture introduces a set of components
required to configure and control simulation runs, manage the digital representation of the involved
IoT entities, execute the behavioral models, coordinate interactions among components, and inspect
the resulting behavior.

Fig. 2 shows the reference architecture, which is organized around five main components: the
Simulation Manager, the IoT Platform, the Event Bus, the Middleware, and the BPMN Execution Engine.
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Figure 2: Reference architecture for the Digital Twin Prototype.

The Simulation Manager supports the configuration and control of simulation runs. It allows designers
to select the IoT entities involved in a scenario, associate to them the corresponding BPMN behavioral
models, define the events injected during the simulation, and start or stop simulation runs. In the
reference architecture, this component acts as the entry point for controlling the simulation, while
execution evidence can be inspected through the BPMN Execution Engine and the supporting logs.

The IoT Platform manages the digital representation of the entities involved in the scenario. It
supports the registration of devices and simulated devices, the definition of their attributes, and the
collection of simulated telemetry produced during simulation runs. In the reference architecture, it
provides the information needed by the Simulation Manager to configure the IoT scenario and can
receive simulated telemetry from the Event Bus and associate it with the corresponding digital entities
under simulation.

The Event Bus enables asynchronous communication among the architectural components. It
supports the exchange of simulation events, simulated telemetry, commands, execution updates, and



outgoing process messages. By decoupling event producers from event consumers, it allows multiple
behavioral models and supporting components to interact without direct dependencies.

To integrate the execution of the BPMN models in the simulation scenario, the architecture introduces
a Middleware component that provides an adaptation layer between the Event Bus and the BPMN
Execution Engine. This adaptation operationalizes the conceptual mapping introduced in Table 2
by translating simulated sensor readings and external events into BPMN events, routing message
exchanges to the proper process instances, and using entity identifiers as correlation information to
connect simulation events with the corresponding behavioral models. It can also support process control
operations, such as starting or stopping process instances according to simulation control events.

Finally, the BPMN Execution Engine runs the behavioral models defined during the modeling phase,
instantiating and managing their execution. It handles process instances, events, tasks, gateways, and
process variables, exposes execution states, and produces process events or outgoing messages that are
propagated to the other components through the Middleware and the Event Bus.

Overall, the architecture separates the main system components, supporting asynchronous and
decoupled interactions among behavioral models, while the Middleware keeps process-control and
message-correlation logic separate from the BPMN models and the Event Bus. This decoupling facilitates
the independent deployment and evolution of the components and supports the integration of additional
components in future extensions.

4.2. Prototype Implementation

A prototype implementation of the core execution and coordination mechanisms of the DTP architecture
has been developed to support the execution of BPMN behavioral models according to the approach
described in Section 3. In particular, the prototype addresses the integration between the simulated IoT
scenario and the BPMN process execution environment, with the objective of assessing whether the
conceptual mapping introduced in Table 2 can be operationalized in a controlled execution setting.

The prototype implements the core execution loop involving a Kafka-based Event Bus, a Middleware
component, and a BPMN Execution Engine. The BPMN Execution Engine is implemented using
Camunda 8.3, while the Event Bus relies on Kafka 3.8. The Middleware has been implemented as a
Dockerized microservice written in Go. The source code of the prototype is publicly available in the
project repository.1

In the current implementation, Kafka is mainly used to control the simulation and to inject the
information required to configure the involved scenario entities, such as the identifiers of simulated
devices and gateways. These data provide the contextual information needed to instantiate and correlate
the BPMN process instances involved in a simulation run.

The Middleware consumes simulation control events from Kafka and interacts with Camunda to
instantiate the process models defined during the behavioral modeling phase. When a process instance
is created, the identifiers of the corresponding scenario entities are stored as process variables and
used as correlation information. Once the process instances are running, the Middleware acts as
the coordination layer for the communication among them. It handles the messages produced by
the BPMN models, extracts the routing information from the message payload, and uses the entity
identifiers to correlate each message with the process instance that is expected to consume it. In this
way, messages generated by one behavioral model can be delivered to the appropriate receiving model
without requiring direct point-to-point dependencies among the BPMN processes.

Camunda is used to deploy and execute the BPMN models, manage process instances, handle BPMN
events and tasks, and expose the execution state of running and completed instances. This makes it
possible to inspect the execution of the modeled behavior through the engine interface and the logs
produced by the involved services. The concrete BPMN models are presented in the SAFE use case
described in Section 5.

1https://github.com/PROSLab/BPMN-DTP-IoT

https://github.com/PROSLab/BPMN-DTP-IoT


5. SAFE Use Case Scenario

This section presents the application of the proposed approach to the SAFE scenario, focusing on
scenario analysis, BPMN behavioral modeling, and controlled simulation execution.

5.1. IoT Scenario Analysis

The proposed approach was applied to the SAFE scenario, an IoT-based system designed to support
protection, localization, and rescue operations in the event of an earthquake. SAFE investigates anti-
seismic furniture for schools and offices, where traditional furniture is integrated with battery-powered
wireless IoT devices and an ICT infrastructure to support the detection and localization of people after
a seismic event [20].

This work focuses on the behavioral aspects of the SAFE scenario that are relevant for the execution
of the DTP. In particular, the scenario analysis considers the SAFE Passive Infrared (PIR) device, which
detects presence under the furniture and adapts its behavior when an earthquake-related condition
occurs. The analysis identified the main entities to be modeled: the SAFE PIR device, the stationary
gateway, the presence-detection event source, and the earthquake-related event source.

The relevant interactions include presence-detection events, earthquake-related events, messages
between the SAFE PIR and the stationary gateway, acknowledgments, commands, timers, mode changes
between normal and emergency behavior, and the activation of broadcast communication in emer-
gency mode. These elements provide the basis for the BPMN behavioral models described in the next
subsection.

5.2. BPMN Behavioral Models

Following the modeling approach introduced in Section 3, the SAFE scenario was decomposed into a set
of BPMN behavioral models representing either a scenario entity or a simulation-related component,
while the overall behavior emerges from their interaction through events and messages.

The implemented set includes four BPMN models: the SAFE PIR model, the presence-signal model,
the stationary gateway model, and the earthquake-signal model. Table 3 summarizes their roles in the
prototype.

Table 3
BPMN behavioral models implemented for the SAFE scenario.

Model Role Main behavior represented
SAFE PIR IoT sensing device Models the behavior of the PIR device, including peace/war

mode, presence detection, timers, communication mode,
and data transmission.

Presence signal Simulation input Provides a controlled user task to set the presence-detection
status during simulation.

Stationary gateway Gateway / edge com-
ponent

Receives requests from PIR devices and sends PEACE or
WAR commands according to the current earthquake status.

Earthquake signal Environmental event
source

Provides a controlled user task to set whether an earthquake
condition is active during simulation.

The SAFE PIR model, shown in Fig. 3, represents the behavior of the sensing device integrated into the
anti-seismic furniture. The model starts from the device configuration and distinguishes between peace
and war mode. Depending on the current mode, the model evaluates presence-detection information,
handles communication timers, selects the communication behavior, and sends presence-related data.
Message events represent the interactions with the stationary gateway, while gateways and process
variables encode the mode-dependent behavior.

The stationary gateway model, shown in Fig. 4, is modeled as a separate BPMN process. Its role is
to receive requests from SAFE PIR devices and respond with the appropriate command. In particular,
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the gateway sends a PEACE or WAR command according to the current earthquake status. This status
is updated by the earthquake-signal model, which represents the environmental event source used to
control the occurrence of an earthquake condition during simulation.

Figure 4: BPMN behavioral model of the stationary gateway.

The presence-signal and earthquake-signal models, shown in Fig. 5, are introduced to support
controlled simulation. The models expose user tasks through which the user can inject controlled values
during the simulation. In particular, Fig. 5(a) shows the model used to set whether presence has been
detected, while Fig. 5(b) shows the model used to set whether an earthquake condition is active. The
selected values are then propagated as events and consumed by the SAFE PIR model and the stationary
gateway model, respectively.

(a) (b)

Figure 5: Simulation-control BPMN models: (a) presence-signal model and (b) earthquake-signal model.

The separation of these behaviors into different BPMN models makes the interactions among scenario
entities explicit and allows the DTP of the IoT system to be executed and inspected as a set of coordinated
behavioral models.

5.3. Simulation Execution

To execute a simulation run, the BPMN behavioral models defined in the previous phase are first
deployed in Camunda. The simulation is then configured by specifying the logical identifiers of the
entities involved in the scenario. These identifiers provide the addressing and correlation information
needed to coordinate the simulated entities during execution. For example, the SAFE PIR model is
configured with the logical identifier of the simulated device and with the identifier of the gateway



to which its messages must be sent. Similarly, the earthquake-signal model is configured with the
identifier of the gateway that must receive earthquake-related events, while the stationary gateway
model is instantiated with the same logical identifier used by the other models to address it. These
configuration data correspond to the kind of addressing information that would also be required in an
actual deployment.

In the current prototype, the simulation configuration is encoded as JSON messages and sent to Kafka
together with start commands for the involved models. The Middleware listens to the corresponding
Kafka topic and, when a start command is received, interacts with Camunda to create the required
process instances. During process instantiation, the configuration data are injected as process variables.
These variables include the logical identifiers of the involved entities and are later used as correlation
information for routing messages among the running process instances.

Once the process instances are active, the execution proceeds through the exchange of BPMN mes-
sages among the models. When a model instance produces a message, the Middleware receives the
message, inspects its payload, and identifies the target entity according to the configured identifiers. It
then uses the corresponding correlation information to deliver the message to the process instance that
is expected to consume it. In this way, the Middleware coordinates the communication among indepen-
dently executed BPMN models while preserving the logical relationships defined during simulation
configuration.

After the process instances have been created and correlated, the simulation can be controlled
through the user tasks included in the simulation-related BPMN models. Fig. 6 illustrates how the SAFE
simulation can be controlled and inspected in Camunda. The SAFE PIR process waits for either the
polling timer or a presence-related event (Fig. 6(a)), while the stationary gateway receives messages
from the PIR process (Fig. 6(b)). The earthquake-signal process includes the user task used to control the
earthquake condition (Fig. 6(c)), whose associated form allows the corresponding value to be injected
during the simulation (Fig. 6(d)).

The execution setup allows controlled environmental conditions to be injected and their effects to
be observed on the interacting BPMN models. When an earthquake condition is injected, the event
is propagated to the stationary gateway, which can produce the command that causes the SAFE PIR
process to change its operating mode. Similarly, presence-related values can be injected and consumed
by the SAFE PIR process to activate the corresponding behavioral branches.

The SAFE scenario illustrates how the proposed approach can support the analysis of DTP behavior
by making interactions among IoT entities explicit and executable. Execution traces and message
exchanges provide evidence for checking the behavior represented by the BPMN models. The resulting
models and execution artifacts can support subsequent design and implementation activities, such as
refining device firmware or gateway software modules.

6. Discussion

The proposed approach focuses on the behavioral layer of IoT DTPs, using BPMN to represent the
behavior of IoT entities as executable and inspectable models. In the SAFE scenario, this made it possible
to decompose the behavior of the system into multiple interacting models, representing the SAFE PIR
device, the stationary gateway, and the event sources used to control the simulation. Although the SAFE
system was originally developed independently of the proposed approach and the modeled scenario
covers only a subset of it, the case provides a suitable basis for assessing the feasibility of the proposed
modeling and execution approach. Within this scope, the prototype provides preliminary evidence
that these models can be executed as coordinated artifacts, with the middleware supporting process
instantiation, configuration injection, and message routing among process instances.

The current implementation should be interpreted as a prototype focused on the BPMN execution
and message-correlation layer, rather than as a complete Digital Twin platform. The IoT platform is not
yet integrated in the execution loop. As a consequence, simulated telemetry, device registration, and
entity management are not yet handled through a dedicated IoT platform. Integrating an open-source
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Figure 6: Controlled execution of the SAFE simulation in Camunda: (a) fragment of the SAFE PIR process waiting
for polling or presence-related events; (b) stationary gateway process with message reception; (c) earthquake-
signal process with the user task for controlling the earthquake condition; and (d) form used to inject the
earthquake-related event.

IoT platform, such as the DThingsBoard extension introduced in previous work [21], would allow the
BPMN behavioral models to be connected with the digital representation of the involved IoT entities and
would support the replacement of platform-specific rule-based behavior with BPMN-based execution.

Scalability was not an objective of the current prototype and has not yet been evaluated. Future
work should investigate execution scalability, in terms of interacting entities, event rates, throughput,
and latency, as well as modeling scalability, considering the effort required to define, maintain, and
coordinate an increasing number of behavioral models and interactions.

Another aspect that remains preliminary is the analysis of simulation results. At the current stage,
the behavior of the DTP is inspected through the Camunda interface and service logs. This is suitable
for technical validation, but can be less accessible for non-expert stakeholders. A dedicated Simulation
Manager is therefore needed to centralize simulation configuration, control, and analysis, providing
higher-level views of process states, exchanged messages, injected events, and observed behavioral
traces.

Overall, the results indicate that BPMN can make the behavioral assumptions of an IoT DTP explicit
and executable. However, integration with an IoT platform and centralized simulation-analysis facilities
are required to move from the current prototype toward a more complete and usable DTP environment.



7. Conclusion and Future Work

This paper presented an approach for supporting the design and early behavioral analysis of IoT DTPs
through executable BPMN models. The approach makes the expected behavior of IoT entities explicit,
executable, and inspectable before the complete physical system is available. A reference architecture
was introduced, together with a prototype implementation of its core execution and coordination
mechanisms. The prototype, based on Camunda, Kafka, and a custom middleware, was applied to
an earthquake emergency scenario derived from the SAFE project to execute and inspect interacting
behavioral models of the SAFE PIR device, the stationary gateway, and simulation-related event sources.

Future work will focus on integrating the prototype with an IoT platform and implementing a
dedicated Simulation Manager for scenario configuration, execution control, and centralized analysis.
The approach will also be evaluated on IoT scenarios beyond SAFE, involving different device behaviors
and interaction patterns, to better characterize its applicability and the suitability of BPMN in different
IoT settings. Finally, further work will investigate the integration of BPMN-based behavioral models
with 3D and Virtual Reality technologies to support more interactive ways to experience and analyze
IoT DTPs during design-time validation.
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